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CIE{“Iu} TCP/IP

® Internet

O International Network
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- TCP/IPEt= S Z2EZS 0|80 YEE 1 &= HARH HESRA

— TCP(Transmission Control Protocol)

— IP(Internet Protocol)
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TCP/IP 2

Applications

ubDP

Protocols defined by
the underlying networks
(host-to-network)

[ &X : Behrouz A. Forouzan, “Data Communications and Networking 5/e”, McGraw-Hill, 2012 ]
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e TCP/IP AlSz} F20| £

Transport layer

IP and

Network layer other protocols

Data link layer
Underlying
physical
networks

é—.

Physical layer

Specific
addresses

Port
addresses

Logical
addresses

Physical
addresses

e

[ X : Behrouz A. Forouzan, “Data Communications and Networking 5/e”, McGraw-Hill, 2012. ]
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o SC|&0%] 4 (Physical Addresses)

O MAC(Media Access Control) address

Sender

Destination E SN
address Destination address does

} not match; the packet is
[ Data | dropped
Source i

address LAN

07:01:02:01:2C:4B

[ X : Behrouz A. Forouzan, “Data Communications and Networking 5/e", McGraw-Hill, 2012. ]
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® =2|&9l =4 (Logical Addresses)

O IP(Internet Protocol address) address

— Sender

Upper layers

[A[P|ID&tEl| Network layer

To another | X/44
network

F/20

Router 1

[2010[A[P[Data]| 2]

[20 10[A[P[Data]||T2|

(A[ P | DaE]|

Data link layer

202.250.25.60

Data link layer {
|95 66[A[P[Data]| 72|
El:l Network layer

|5 66| AP |[Datal||T2|

A[ P DaE]|
Upper layers
- Physical
3 Receive addresses
777777 changed

|33 99[A[P[[Data]]|T2|

1 Router ZJ

7/66

N/33

To another
network | Y/55

Physical
addresses
changed

[3399[A]P 2]
|A] P |DEE|

@ Clickseo com [ X : Behrouz A. Forouzan, "“Data Communications and Networking 5/e”, McGraw-Hill, 2012. ]
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@ X E =/-(Port Addresses)
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o S2& x4 (Specific Addresses)
O AFEXH0|A| El=otA C|XtQl

o HMXI2HW F24 : clickseo@gmail.com

« URL F2 : http://www.clickseo.com

clickseo@gmail.com

http://www.clickseo.com
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® URL (Uniform Resource Locator)

O QIE{ o]

QU XHET} THXIE QUB T

IS0 A FEO| B2 NI At=7t EXot= /X(e At22| O|F& EA

protocol://host.domain[:port]/directory/filename

protocol : http, https, ftp, telnet , mailto

port

HTTP(Hypertext Transfer Protocol) : 80

FTP(File Transfer Protocol (Data)) : 20

FTP(File Transfer Protocol (Control)) : 21
Telnet(Telnet Protocol) : 23

SSH(Secure Shell Remote Login Protocol) : 22
SMTP(Simple Mail Transfer Protocol) : 25
POP3(Post Office Protocol-Version 3) : 110
IMAP(Internet Message Access Protocol) : 143
HTTPS(Hypertext Transfer Protocol Secure) : 443
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® GNU/Linux : /etc/services

O HIEST MH|AS AAGSHE ZE 0|8, H& Z2EEC| 58 X

clickseo@clickseo-VirtualBox: ~

mel(F) HHE(E) =271(v) dH(s) HOIE(T) =3=(H)

clickseo@clickseo-VirtualBox:~% more fetc/services
Metwork services, Internet style

Mote that it is presently the policy of IANA to assign a single well-known
port number for both TCP and UDP; hence, officilally ports have two entries
even if the protocol doesn't support UDP operations.

Updated from http://www.lana.org/assignments/port-numbers and other
sources like http://www.freebsd.org/cgifcvsweb.cgi/src/etc/services

New ports will be added on request if they have been officially assigned
by IANA and used in the real-world or are needed by a debian package.

If you need a huge list of used numbers please install the nmap package.

#
#
#
#
#
#
#
#
#
#
#

1/tcp # TCP port service multiplexer
7/tcp

7/udp

9/tcp sink null

9/udp sink null

11/tcp users

13/tcp

13 /udp

15/tcp

17 ftcp quote

18/tcp # message send protocol
18 fudp

19/tcp ttytst source

19 fudp ttytst source

20/tcp

o

(F Clickseo.com
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® GNU/Liuux : /etc/protocols

OXLE TEEZEO HS J7|£

clickseo@clickseo-VirtualBox: ~

oOa(F) HE([E) E22I(v) H4(s) HOA(T) =SH(H)
clickseo@clickseo-VirtualBox:~$ more fetc/protocols

#
#
#
#
#
#
#

ip
ho
ic
g

Internet (IP) protocols

Updated from http://www.lana.org/assignments/protocol-numbers and other

sources.

New protocols will be added on request if they have been officially
assigned by IANA and are not historical.

If you need a huge list of used

@

IP
HOPOPT
ICMP
IGMP
GGP
IP-ENCAP
ST

TCP

EGP

IGP

PUP

upp

HMP
XNS-IDP
RDP
ISO-TP4
DCCP
XTP

DDP

popt
mp
mp

Do b WM = O

HOE R H AR HRERREHBEHE SRR

(F Clickseo.com

numbers please install the nmap package.

internet protocol, pseudo protocol number
IPvé Hop-by-Hop Option [RFC1883]

internet control message protocol
Internet Group Management

gateway-gateway protocol

IP encapsulated in IP (officially “"IP'')
ST datagram mode

transmission control protocol

exterior gateway protocol

any private interior gateway (Cisco)

PARC universal packet protocol

user datagram protocol

host monitoring protocol

Xerox NS IDP

"reliable datagram" protocol

IS0 Transport Protocol class 4 [RFC905]
Datagram Congestion Control Prot. [RFC4340]
Xpress Transfer Protocol

Datagram Delivery Protocol

14
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IP =2 (1/7)

® |P(Internet Protocol) =4
| M EAMMH| 7} QA SIS SHS0{Tl A
a

O UEULOM BRE A
QIE{UMON =2|KQl F

- T MHANM FERFRS F2)

O 47§2| =X}(0-255)} Ot E=Z F/d

32 HHE F4A .8 HEX H)ezE &

S22 HERA A2|1 2 AE FAE 7Y

An IPv4 address (dotted-decimal notation)

oOF8 7|s
. BSAEO =A XA 172 . 16 .254 . 1
T y ¥ vy ¥
10101100 .00010000.11111110.00000001

| ] 1 J
I T

IOne byte =Eight bits |
[
Thirty-two bits (4 x 8), or 4 bytes
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IP =2 (2/7)

e |IPv4 =4 14

0~127

A 0 Network Address

Network Address

Host Address

0.0.0 ~ 255.255.255

Host Address

128.0 191.255 0.0 255, 25§
C ] 0 Network Address Host Address
192.0.0 ~ 223.255.255 0 ~ 255
D ' ] Multicast Address

224000~ 239255255255

Reserved

[EX:"IP F&

@ Clickseo.com

|

240.00.0 ~ 255.255.25

l..l'|

25

2k?" KRNIC(Korea Network Information Center), = QIEH I XIS 2(KISA). ]
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IP =4 (3/7)

® IPv4 =4 M : Class
0 [ Net-ID (7bits)‘ Host-ID (24bits)
QO A Class
o 7L} CHE EMTOAM AL (O E 2 e) 0.0.0.0~127.255.255.255
. =Q EX

-1 O
- X HR| 1H|E(0) : 222 A
R 7HE : YEQ 2 ID(Net-ID)
» 01} 1272 0| E ZS 2 A2 (0: HEEI|AE, 127 : localhoat)
- M HW 24H|E : SAE |D(Host-ID)

 —
- T

O B Class
. SOHE SMU0| Ui (ZSHAEN)
1| 0| Net-ID (14bits) Host-1D (16bits)
. =8 EX
- X WEf 2H|E(10) : B 2~ 128.0.0.0~191.255.255.255

o
il
- £ HE 14H|E : HER3 ID(Net-ID)
- M HFf 16H|E : A E |D(Host-ID)

((\ Clickseo.com 18




® IPv4

IP

F=A 1M : Class

O C Class

AR 3|AL SOf HYH (ZSHEEN)

=2 £%
- X MW 3H|E(110) : C 22

- 5 YR 21HIE : HERR ID (Net-ID)
- M YW 8H|E : SAE D (Host-ID)

A

O D Class

HE|FHAElOf O]
8 £%
- X HE| 2H|E(1110) : B 22j2
- X B 4HE :D Seir
= BN 28H|E : SAE D (Host-ID)

OE Class

(€ cickseo.

2xo= o

el AL

com

=2 (4/7)

1 ‘ 1 ‘ 0 ‘ Net-ID (21bits) |Host-ID (8bits)

192.0.0.0~223.255.255.255

1 ‘ 1 ‘ 1 ‘ 0‘ Multicast group ID (28bits)

224.0.0.0~239.255.255.255

1 ‘ 1 ‘1 ‘1 ‘ O‘ Reserved (27bits)

240.0.0.0~247.255.255.255
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IP &4 (5/7)

® IPv4 T2 3N : 22~ m

— e
1. R R X2l AR Zto R Ehe
e Class A : & HRY X2l 1~126 OS2 A|Z}
« Class B : A HW| XI5l 128~191 = A| %
—  0f|) kornet : 168.126.63.1
o Class C : & YW Xt 192~2232 2 A%t
—  0Of)) nownuri : 203.238.124.24

0.0.0.0~127.255.255.255
128.0.0.0~191.255.255.255

192.0.0.0~223.255.255.255

2. IP F4&9| A

i US 282 L=

2 203

2 101 -1 Class C

2 50 -1

> 25 -0 1 ‘1 ‘o‘ Net-ID (21bits) |Host-ID (8bits)
2 12 -1

2 _6-0

2 _3-0

1 -1 1100 1011 --> C Class

((\ Clickseo.com 20




IP =2 (6/7)

o FAMA eI FaXHA 2| HAE

Q IANA(Internet Assigned Names Authority)
- H MA AUFAXpRC| S BE|7| 2 IPFL/ASHZ
- OIS Y QEUFAKY B

. ZLoIME 1996 KE| BHOIE Y

rH
Al
~N
H
ro
X

IR(Regional Internet Registry) 0| =24~
H(KISA)OIM FA 2 HY

el

HI

5
rA
olot

- APNICREERH IPFA/ASHZE 2B
- 2L} IPFA ISP = U7 | (S EAIR XN S0|A T

Zh=k ==

= <A [
‘ ﬁ\mi uﬁ.) FTEPNE'

= H 1 = l =Y
Fislpﬁ [‘:IT:] ‘- ALBAL
Dwsnl  [wsa]  [ess

((\ Clickseo.com [ =X MM A =2 MA-", KRNIC(Korea Network Information Center), = QI E{ S TS 2 (KISA). ]
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IP =& (7/7)
o 2= IP B S& : IPv4/IPv6

il 20194 018 F o= IPEgEE A= (=] :71)

IPv4 IPvG
L= — = T8 -
il 20194E 012 2oL IPRGHES M= (oe) - o)
50,000
Ipvd_ 40,000 45,546 | 45,175
30,000
20,000 20,070 19,037
12,974 5 595
10,000 : 2622 9,031 6,273 7078 531 5,257
170,000
i}
]_5[“3,'.-‘3_8 19 0= 37 =¢ 52 ZEh 72 A0 92| Of2|ot 119 =212
196,000 24 =2 42 A2 69 €2 8% =& 109 W= 129 stz
f
102,000
8,000
34,041.5
34,000 20422 5 192.212,149.7
192.212,149.711,245.5 8,516.7 8,228.1 7,032 5,485.1 4,851.8 4,746.5
19 0= 39 = 59 =2 7 2o Q2 M LtCH 119 E5
28 == 42| 2= 62| CHED= g2 =g~ 102 O] 0t 129 YTt =

(C Clickseo.com (X QEAXAEA" AEUEH T AMAAY SHOIE TS AKISA). ] 22




@F Clickseo.com

©0le)

SIE{Uat TCP/IP

Emel

23




® Domain

O YEYIAMOIM HEEES MEsts SAE

- L YXAEZ0 SEE O

« AR fdE IPFLAE AEAS0| 220 2 #

g

.I|II|

QFLR
o X2 2XtOj A ZE|CH 256K ZO|
e  TXH0~9), QEXHA~Z) o =T

|_

E A
° =T

((\ Clickseo.com

A BRI

ot g

N =At= SofLt _JCXI'E A&

i

T2 AL SO A SFO|E(-)2 AHE 7S

L

=0H)2t AEBIOS 7I= AHE =7t
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ZH21 (2/8)

= -
o M2l H|A
Q “"EE= B E(root) 0|50 & E2|(Inverted tree) =
« BE L9 : 2E AH(root server)
o 1CHA Q1 : |4 =M l(TLD, Top Level Domain)

o 2THA| =@l (sLD, Second Level Domain)

(RE)
i IR =E A =02 RIEEE| A2 =2
T1EH|
T ——
Jp .cn | =t .net .com .biz
5|t AieiMey 2|21 Ao Mey s|aR Rl
Ol domain.kr ‘ ‘ .CO ‘ ‘ -90 ‘ ‘ -Of ‘ oy EMI2LE=S Bl naver.com
act sexiesy | | sEguse | | ausrume
» o]} sarrsung.co.ke |} president.go. ke oy kisa.or.kr

@ Clickseo.com [ EX : "= l0]2t?", KRNIC(Korea Network Information Center), 2= QIE{ I ZI S I(KISA). ]
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((C Clickseo.com

O KRNIC(Korea Network Information Center)
671 7|&1t 167 X =02l

o, O™

[ ——
O CHEXQI Top Level =H|Q!
o =7} XA = Ql(ccTLD, country code Top Level Domain)
- =7tAE0 ost =718 =02l : .kr, .jp, .cn, .us &
2RI2| Y2 ZI7IALE = P20 Z7FAE(SO 31660 2| ZH=29o| X} ALR)
o U XA Eu"?_l(gTLD, generic Top Level Domain)
- & 3%tg| 0|, EE

Q| Ct= 0= 2Xt2| O]
.com, .net, .org s

int: A 7|7 SOHA AEH

+ = =0
o= L EH7|2: .edu(<s7|

S
2

o

—
S22

), .gov(% 2, .mil(= 7] 2
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ZH2] (4/8)

® DNS(Domain Name System)

O DNS 9% 4! =z apd

Els = F i L ] LEHE| A9 =02

? Jp .cn |‘F_Ii .net .com .biz

E|2HER MY
oll) naver.com

12|
R )

S|z RjRIMEY
ofl) E=m2l g

B|ERIR MY
ofl) domain.kr

‘.COH.QDH.OI’

25k

S|l ey
ofl} president.go.kr

E|YZRI MY

S|URTIR MY
2o, oll) kisa.or.k

ofl} samsung.co.kr

Local N5 W T AHOO COM | Root ;y

(2)
Referral to Name Server |

(3)
(4) COM Mathe Setver

(1)

WAWW Y AHOO COM COM

Feferral to Name Server
YAHOO.COMHNS

i3
i
O
5
oo

.
Client wwwyaHoo coM | YAHOO.COM
Resolver Address of WWW Name Server
204.71 200.74

((\ Clickseo.com
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ZH2] (5/8)

® GNU/Linux : /etc/host

(7

« DNS E9|E AHX|X| &

clickseo@clickseo-VirtualBox: ~

otel(F) HE(E) =22I(v) dA(s) EHOIE(M) =5 (H)

clickseo@clickseo-VirtualBox:~5 cat Jetc/fhosts
127.68.08.1 localhost
127.0.1.1 clickseo-VirtualBox

# The following lines are desirable for IPv6 capable hosts
5 | ip6-localhost ip6-loopback

fe@B::0 ip6-localnet

ffee::0 ipé6-mcastprefix

ffe2::1 ip6-allnodes

ffe2::2 ip6-allrouters
clickseo@clickseo-VirtualBox:~5 I

(((\ Clickseo.com 28




ZH|2] (6/8)

® GNU/Linux : /etc/resolv.conf

O E|=520|M DNS MH Fa2F XFotn A= o+

clickseo@clickseo-VirtualBox: fetc

ohel(F) HWE(E) E2I(v) AM(s) HOIE(T) ===(H)
clickseo@clickseo-VirtualBox: /etc$S cat resolv.conf

H

#
#
#
#
#
#
#
#
#
#
B
#
#
#

This file is managed by man:systemd-resolved(8). Do not edit.

This is a dynamic resolv.conf file for connecting local clients to the
internal DNS stub resolver of systemd-resolved. This file lists all
configured search domains.

Run "systemd-resolve --status" to see details about the uplink DNS servers
currently in use.

Third party programs must not access this file directly, but only through the
symlink at fetc/resolv.conf. To manage man:resolv.conf(5) in a different way,
replace this symlink by a static file or a different symlink.

See man:systemd-resolved.service(8) for details about the supported modes of
operation for Jfetc/resolv.conf.

nameserver 127.0.0.53
options edns@
clickseo@clickseo-VirtualBox: /fetcs |J

(€ clickseo.com 29




ZH2] (7/8)

® DNS Zl9] : nslookup
O DNS AMHO| £ hjolo] HHE Z 9|5}

rr
g
ofm
a2
)

clickseo@clickseo-VirtualBox: ~

Og(F) ®WE(E) 22I(v) ZA(s) HOIA(T) ==SE(H)
clickseo@clickseo-VirtualBox:~$ nslookup
> Www.kw.ac.kr

Server: 127.0.60.53

Address: 127.0.08.53#53

Mon-authoritative answer:

www.kw.ac.kr canonical name = info.kw.ac.kr.
Mame : info.kw.ac.kr

Address: 223.194.1.80

> exit

clickseo@clickseo-VirtualBox:~$

O DNS AMH9| HH = systemd-resolve BHO 2 & 2018 4~ QIC}

[clickseo@localhost clickseo]$ system-resolve --status

(F Clickseo.com




=21 (8/8)

® DNS Z&l9] : dig
O Y Mo =HOl o] 20 B3t o2 QM= o

clickseo@clickseo-VirtualBox: ~

or(F) HE(E) 22I(v) AX(s) EHOIE(T) =5=(H)
clickseo@clickseo-VirtualBox:~5 dig www.kw.ac.kr

; <<>> DiG 9.11.3-1ubuntul.7-Ubuntu <<>> www.kw.ac.kr
;:; global options: +cmd
:: Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11234
; flags: qr rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: ©, ADDITIONAL: 1

:: OPT PSEUDOSECTION:

EDNS: version: 0, flags:; udp: 65494
7 QUESTION SECTIOM:
swww.kw.ac.kr. IN

; ANSWER SECTION:

www.kw.ac.kr. CNAME info.kw.ac.kr.
info.kw.ac.kr. A 223.194.1.80

Query time: 4 msec
;; SERVER: 127.0.0.53#53(127.0.0.53)
; WHEN: Wed Jun 65 19:39:18 KST 2019
; MSG SIZE rcvd: 76

clickseo@clickseo-VirtualBox:~

4
o

(@E“ Clickseo.com
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o LHESA MH

Q ifconfig

((F Clickseo.com
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ifconfig (1/3)

e ifconfig

O YEY QE{Ho|AL IP FAE WHE HEHQ BY

ifconfig <interface> [options] EE= [address]
Uk A netmask <netmaskAddress>
boradcast <broadcastAddress> [up/down]
-a A2AEIO| MA| QIE{m|o| A0 CHSt HEE =3It
-S AMAEO| HEE ZHESHA Q9510 Z 3Tt (netstat —i).
address i eIHmo|Ao| IPE A7dTtrt.
T8 4
netmask i QIHm|o|Aof HiOfAS F=AF A7JTt0
broadcast i QIHMO| A0 BEEEIWAE =45 AETICL
up / down IH M O|AE &/d3t == H|g/d3} ot

« net-tools T} 7| X| FX]| : Ubuntut ifconfig BEHO{7} 7|22 MX| E|X| &=C

[clickseo@localhost clickseo]$ sudo apt install net-tools

(F Clickseo.com
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ifconfig (2/3)

® ifconfig : ci&= M=
O ¢ dX|E YERA eEHmo|A A LK

clickseo@clickseo-VirtualBox: ~

OHR(F) HE(E) =22I(v) ZAM(s) EHOIE(T) =SE(H)
clickseo@clickseo-VirtualBox:~$ ifconfig
enpBs3: flags=4163<UP,BROADCAST ,RUNNING,MULTICAST>= mtu 1500
inet 10.0.2.15 netmask 255.255.255.0 broadcast 16.6.2.255
inet6 feB80::daaa:7bea:cdd3:feld prefixlen 64 scopeid 0x208<link>
ether 88:080:27:cb:95:ca txqueuelen 1088 (Ethernet)
RX packets 567526 bytes 7866310849 (786.6 MB)
RX errors © dropped ©® overruns © frame @
TX packets 46911 bytes 3783984 (3.7 MB)
TX errors ® dropped © overruns 8 carrier 8 collisions 8

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.8.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid ©0x1@<host>
loop txqueuelen 1000 (Local Loopback) . . N
RX packets 1981 bytes 181938 (181.9 KB) MS-Windows : |pC°nflg
RX errors @ dropped ® overruns @ frame @

TX packets 1981 bytes 181938 (181.9 KB) [
\ £ 5o B % ZEZS - O
TX errors ® dropped © overruns 8 carrier 8 collisions @
Microsoft Windows [Yersion 10.0.17134,765]
(c) 2018 Microsoft Corporation. All rights reserved.

clickseo@clickseo-VirtualBox:~$ I

C:WlsershDoo—Ck>ipconfig

* lo :local loopback, A| 28 LIE SHE22 AEEICE indons 1P T4
« inet(IPv4), netmask, boradcast, intet6(IPv6) olcf ol2E olcty!
gg%ﬁg_ﬂwslgglﬁx U feansedra 121/ bDAT BB 14
« ether: MAC & P e T s
MOWTBiAS L S o g
HE| & STHIEK| HFS THZI AOF HIO|E A JIEHOIE o L | 223.73%.45 254
. [=) =
¢ RX - To T H ]l- | C = JJ.H A Tgl- |- |_ T ol Y& E VirtualBox Host—Only Network:
HEl & & TETETES E A cZE oS ZOA,
. TX : B8 = SHXY7K| 244 17l 42} HIO|E %= BECEE PG AL e 89502616 BATT: 70K
MEW OfAS I L 255,255 255.0
202 Aol Esllel . :

((\ Clickseo.com 34




ifconfig (3/3)

® ifconfig : LIE<SIA ClE{H0|~ AF
O HESA QAEmHo|A0 IP FAE 22 A

« IP F£22} netmaskE H 2735l OF SHC}.

defer == QU

=
—

# ifconfig enp0s3 192.168.1.10 netmask 255.255.255.0 broadcast 192.168.0.255

« /etc/network/interface It
—  ifconfig SHOE HEQA QAELO|AE ™| Rl A|ZtSHH CHA| H7GS|{OF SHCt
- BEES I} EYIA7} MHE| A 524 H Jetc/network/interface I 0| IP A2}
netmask £ X|ddl{Of L},

((C Clickseo.com
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HIES3 &2

©0le)

o LEHI &z
Q ping

O traceroute

Lo

O netstat

O route . ,_J Y
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ping

® ping(packet internet groper)
QO A|AHI0| x| SESID YA=X| SES HEAUA=X| S0 Cljst AE]
HMEE HOo{EC}
ICMP Z2EES 7|HIS R A8

CIETS

02!

Al p|ng [-c 2-' ] [-s Tl EA| 3.7'] <SAE T=a>

clickseo@clickseo-VirtualBox: ~
mel(F) HE(E) 221(v) ZH4(s) HOE(M Z==E(H)
clickseo@clickseo-VirtualBox:~5 ping www.kw.ac.kr
PING info.kw.ac.kr (223.194.1. 50) 56(84) bytes of data.
64 bytes from 223.194.1.80 (223.194.1.80): icmp_seg=1 ttl=250

64 bytes from 223.194.1.80 (223.194.1.80): icmp_seg=2 ttl=250
64 bytes from 223.194.1.80 (223.194.1.80): icmp_seq=3 ttl=250

64 bytes from 223.194.1.86 (223.194.1.80): icmp_seq=4 ttl=250
>4 bytes from 223.194.1.80 (223.194.1.80): icmp_seqg=5 ttl=250
bytes from 223.194.1.80 (223.194.1.80): icmp_seq=6 ttl=250

- info.kw.ac.kr ping statistics ---
6 packets transmitted, 6 received, 8% packet loss, time 5008ms
rtt min/avg/max/mdev = 2.099/2.271/2.576/0.161 ms
clickseo@clickseo-VirtualBox:~5%
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traceroute

® traceroute
O TO| XUt HRE FHsE HHO
- QU= Sl 2|2E ARHZ HO|H7} HEE Il 5T 22 X419l H0|E 7t

==
M, ool AZH0| 2R 5[=X[& Y12 o2 R0 ArE
- Ij2l10| Ol 20N RAL[=A] &old = A2l (= HESIAAM EEfHO|

YR =X HEE = UL

ol 1}

o.°.t

Y traceroute HostName

ftraceroute wikipedia.org
traceroute to wikipedia.org [(66.230.200.100)1, 64 hops mwax, 44 byte packets

1 1z4.ael.xrl.3dlZ.xsd4all.net (194.103.21.1) 0.305 ms 0.360 ms 0.405 m=
O.so-6-0-0.xrl.tec2.xsdall.net (124.109.5.10) 0.634 ms 0.716 ms 0.673 ms
ams—ix—-cO00.wrfiber.net [(195.62.145.55) 0.635 ms 0.601 ws 0.551 ms
lon-cO00-pos-4-0.0C45-ams-posll-0.mwfiber.net (63.223.258.201) T.512 ms 7.427 wms  7.494 s

66.216.1.151 (66.216.1.1581) 83.435 mz 83.278 ms §53.345 ms
ash-cll-tge-3-3.Te-nyc-c0l-1-1.wrfiber.net (66.216.1.161) 89.563 ms 89.554 ms £9.551 ms

W om -1 o ok

cpp-hostway.wrfiber.net [(63.Z23.8.26) 103.6758 =  103.6029 ms 103,630 ms

10 el-1Z2.co2.as30217.net (64.156.25.105) 113.014 w= 113.044 m= 113.054 ms

11 10geS-l.cswi-pntpa.wikimedia.org (84.40.25.102) 113.153 = 113.251 wms  113.180 ms
12 rr.potpa.wikinwedia.org (66.230.200.100) 113.069 ms 113.172 mwms  113.003 ms
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nycel-poz-1-0,.0C4345-1lon—-c00-pos-3-0.wvifibher.net ([(63.223.28.145) S4.105 ms ©3.5804 ms S53.295 ms

atl-cl0l-tge-3-1.TG-ash-c0l-3-1.wrfiber.net (66.216.1.157) 103.701 s 103.606 ms  103.596 ms




@F Clickseo.com

©0le)

HIES3 &2

netstat




® netstat
QO YEA MEHE

hetstat (1/7)

SHolsy Hi HHof

[ -
QO 7=
o AR Y= BT SAEQ| HHE
. 5 ZAEQ| 0|, A2 ZTE HS
- YHES3 ™S SIESOO Cligt HE
N ER
. ZEAYE U EA
. DZEEZYEY
-~  netstat-a 1 T E AFHS =¥
— netstat-i : QEHHOA HEE =&
—  netstat-s : SNMPA 3 HEQIZO| MEIE =3
—  netstat -l : X 2E(Listen)T| 1 Y= AZE SE
—  netstat -p : 27U9| pid/program THX|E £
—  netstat-c : gd&£X™O| =&
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hetstat (2/7)

[clickseo@localhost clickseo]$ netstat

clickseo@clickseo-VirtualBox: ~

mtE(F) HE(E) 221(v) A4(s) HOIE(T) =5E(H)

Active Internet connections (wfo servers)
Proto Recv-() Send-Q Local Address Foreign Address State

§] @ clickseo-VirtualB:59600 223.194.1.80:33469 ESTABLISHED
clickseo-VirtualB:34622 223.194.1.80:33481 ESTABLISHED
clickseo-virtualB:48359 223.194.1.80:33480 ESTABLISHED
clickseo-VirtualB:51949 223.194.1.80:33477 ESTABLISHED
clickseo-VirtualB:45855 223.194.1.80:33475 ESTABLISHED
clickseo-VirtualB:55135 223.194.1.80:33472 ESTABLISHED
clickseo-VirtualB:58229 223.194.1.80:33470 ESTABLISHED
clickseo-VirtualB:60282 223.194.1.8 ESTABLISHED

L =
.

i)
e
i}
i)
e
e
i)

e Proto (A AL ZREE
e Local Address CAFEX ARES ZAE Y EE PRI EZE BT
e Foreign Address : H£350 ZAFEHS ZAE HQ Exs P ZE B
e State D& AE
— ESTABLISHED : ™% E|0] Us AEH
— LISTENING cEES 70l UAs HE
— SYN_SENT C EESH7] sl izl B
— TIME_WAIT c HE0| SEE/}ALF CHE HEE I8 7ICh2| 2 U= E
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hetstat (3/7)

[clickseo@localhost clickseo]$ netstat -n

clickseo@clickseo-VirtualBox: ~

MU(F) BEE) =2I(v) AM(S) HOIEM =SB(H)

Active Internet connections (w/fo servers)

Proto Recv-(Q Send-Q Local Address Foreign Address State

udp 0 0 10.0.2.15:59600 223.194.1.80:33469 ESTABLISHED
udp : 10. .15:34022 223.194.1.80:33481 ESTABLISHED
udp 3 10. .15:48359 223.194.1.80:33480 ESTABLISHED
udp : 3 10. .15:51949 223.194.1.80:33477 ESTABLISHED
udp 10. .15:45855 223.194.1.80:33475 ESTABLISHED
udp : 16. w15 r 55135 223.194.1.80:33472 ESTABLISHED
udp 3 10. .15:58229 223.194.1.80:33470 ESTABLISHED

UdE ; J 10. .15:60282 223.194.1.80:33476 ESTABLISHED

2
2
2
2
2
2
2
2

L T = Sy ST Y
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hetstat (4/7)

[clickseo@localhost clickseo]$ netstat -a

O TCP/IPE

. ECt SAEO| MH (R

o

m(F) HMI(E) 2V

== = AL
Ar85ts EE 9Z 3 =
£ ang 57

clickseo@clickseo-VirtualBox: ~

HM(s) HOE(T) =2Z(H)

Active Internet connections (servers and established)

Proto Recv-(Q Send-Q
{]

Local Address
localhost:domain
localhost:ipp
ip6-localhost:ipp
clickseo-VirtualB:59600

3 clickseo-VirtualB:34822

((C Clickseo.com

clickseo-VirtualB:48359
0.0.0.0:mdns
clickseo-VirtualB:51949

Foreign
0.0.0.0:
0.0.0.0:
B
223.
223.
223.
0.0.
223.

0.0:

194.:
194.:
194.:

194.:

Address

%*

*

.80:33469
.80:33481
.B0:33480

.80:33477

State
LISTEN
LISTEN
LISTEN
ESTABLISHED
ESTABLISHED
ESTABLISHED

ESTABLISHED
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hetstat (5/7)

[clickseo@localhost clickseo]$ netstat -i

O HERI B st=Hofof 2t BE

clickseo@clickseo-VirtualBox: ~

otel(F) WE(E) 22I(v) BM(s) HOE(T) =8 (H)

clickseo@clickseo-VirtualBox:~$ netstat -i
Kernel Interface table

Iface MTU RX-0K RX-ERR RX-DRP RX-0OVR TX-OK TX-ERR TX-DRP TX-OVR Flg

1500 620597 ¢} 0 0 51647

65536 2422 7] [ ] 2422
clickseo@clickseo-VirtualBox:~5% I
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hetstat (6/7)

[clickseo@localhost clickseo]$ netstat -s

OZEZZEZE 84 B&
« 7|2 Z2E IP, ICMP, TCP, UDPO]| &3t S4 EA|

clickseo@clickseo-VirtualBox: ~

mel(F) HE([E) 22I(v) FA4(s) HOE(T) =SH(H)
clickseo@clickseo-VirtualBox:~$ netstat -s | more
Ip:
Forwarding: 2
93821 total packets received
2 with invalid addresses
0 forwarded
8 incoming packets discarded
93817 incoming packets delivered
53806 requests sent out
Icmp:
16 ICMP messages received
® input ICMP message failed
ICMP input histogram:
destination unreachable: 7
timeout in transit: 9
13 ICMP messages sent
@ ICMP messages failed
ICMP output histogram:
destination unreachable: 13
IcmpMsg:
InType3: 7
InTypell: 9
OutType3: 13

601 active connection openings
0 passive connection openings
11 failed connection attempts
21 connection resets received

More

(F Clickseo.com
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hetstat (7/7)

[clickseo@localhost clickseo]$ netstat -r

O 2t % HO|= A

clickseo@clickseo-VirtualBox: ~

me(F) HE(E) 22I(v) AH(s) HOIE(T) =SE(H)

clickseo@clickseo-VirtualBox:~$ netstat -r
Kernel IP routing table

Destination Gateway Genmask
default _gateway 0.0.0.0
10.0.2.0 0.0.0.0 255.255.
link-local 0.0.0.0 255.255.€

clickseo@clickseo-VirtualBox:~5%

« Flags
P AFE El= QB 0| A7} UPYENS LIEHHTE
: 0| RE= A[O|ESIO|E ArEStCt.
(B 42 2 AER0|, O RES &E JtsdiCt

: ICMP redirect A[X[Of 2[5l 4-dEl EHO|= AEZ|0f £

< U I & C

. ICMP redirect HA|X|Of 2f3f =& HO|= AEZ|0 27

((C Clickseo.com
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route (1/3)

® route
=5 = A ==l L
O HZ ZYEE $502 WHNE B
« A2 Z%H daemon process?| MW FX|

YUk A route add | delete <destination>, <gateway IP>, <Hop>
add d2 2880 ot A2 Ht

Fo M
delete E2 ZZEH A2 A

# route add -net <gateway IP> netmask <netmask> dev <device>

# route add default gw <gateway IP> dev <device>

# route del -net 211.202.42.0

((F Clickseo.com
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route (2/3)

® route

clickseo@clickseo-VirtualBox: ~

ord(F) ®ME(E) =27I(v) AA(s) EOIE(T) ==2E(H)
clickseo@clickseo-VirtualBox:~5% route

Kernel IP routing table
Destination Gateway
default _gateway
10.6.2.0 6.0.0.0
link-local 0.0.0.0

Genmask Use
0.0.0.0 UG
255.255.255.8 ]

255.255.8.8 ]

Flags Metric Ref
160 ]
160 i)
1000 i)

clickseo@clickseo-VirtualBox:~5 I

« Destination

+ Gateway
« Flags
- U
- H
- G
- D
« Metric
« Ref
o Use
« Iface

((C Clickseo.com

: FHX| HEY3

: FHX| HEYI =Est= o AHBEl= HO|EH O

: SR EF

27 4H-E0 D SE B0|2ts £

E™ ZAE Oist 4=

: HIO|EQIOIE Ar8St= E&E

: ICMP Redirect Message - 20] =7t&|RUCH= A2 2[0|
: SHX|MEX| L] Az

: HES 0|27 fll H=H 42 r
: 0| B2E Soll HSE 13l &
: ALEElE HEHI YUET 0|2
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® route:

route (3/3)

O route 89 F2 4

g 7l 5
-F 2t & H|O|& 2t0f| &= Forwarding Information Base %t&
-C 2t E A E &S
-n EZHQ 2 AE O|FEL= PR U2 T8 E0E
-e Q0| Lt &= netstat ZEHS AL
-net =X HESHA
-host =HX| 2AE
netmask HERXZ 2t*H =7t
gw AOIEY ol & S%t 12l
metric et 8 H Ol 20| /= metric EEE M E
irtt Initial Round Robin Trip A|Zt

=, j2l0| o © 2Tt @& AlZt
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